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BVM (Bytecode Virtual Machine)
REFURL T 41

-W=(, S, K), Kc, pc)

- MR THEAR K RO K

- RIDHEC, WATHEH, FEIF -5 pe
PR 2

- WH$s 4. pushc, pushv, pop, binop, ...
- R R YRS ret goto

=

=
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- W4 mov, add, sub, cmp, je ...

- PSR RS jmp, jmpw
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CertVM)}5 /i (Certified Virtual Machine)
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F54 RE UL 1] e DU A~
[ B 20 Al .
execution
. - fetch (\{H) M.
- decode(ix11)
) pushc c;
- dispatch(/;Ti’) .
gOtO f’ 000000
- execution@41) | Tttt N
pushc

[ dispatch (=) ...
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mov 3, ax
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- WA(G (H, K), K pc)
- Sim(M/, I'L) HeM My M My M,

- WW, C=C., pc,=fetch Sim(W, H,)

C M.

H M,

w K M;

Kc M.

(bG top(K), top(Kc)) M,
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Cert VMY 5 1E SE 451 @il 414

A T2 FH
CRlIRW etk W~W, C=C. pc,=fetch Sim(W,
vl ﬁ\fﬁé\fgﬁu H) Pr = AS,, AW, sim (W, S,. H,) A Enable(c, S, Kc)
= DN 5 bk ATEEATH WHY W2, 0 WAEEWWH n, W, "W
gr 2 AS, S, AW, W', W — W' A sim (W, S, Hy) A sim (W', S%. Hy)

{(pf ) gf)} Wx ]
1 fetch: 1 fetch: gr
2 movw (pc), %ax S 2 movw (pc), %ax | DPs

14  jmpw *%ax 14 jmpw *%ax
1156 goto: {(pe, 89} &s
il N 15 goto:
o 16 movw D
21 gmp fetch | | ...
21 jmp fetch .
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Cert VM) % Uk SE 45

e MBS

- K2 75
- FHAREF R
_ 1) A 3 0] Py £ AS,, IW, sim(W, H,) A Enable(c, S, Kc) A C(pc) = goto
Pg 2 p,AR(AX) = pc
8¢ = 8g = 8¢
{(ps 8] DRI T
16 movw (pc), %ax )
(0, &) “—Pe g

e {(Pg'gg)}(lg: movw apc AX); {(P;z' g'g)}“'

oooooo

21 jmp fetch
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BAE R CoqsE3,
Coq : HIE A +REE S

Si= (HX’ R, Zf") Definition State := (Mem * RFile * ZF)%type.

Definition PC := int.

Module CHMod := MapFun (CHSpec).

Definition CodeHeap := CHMod.Map.

W= (Ci" S <HX’ R, fo) ’ pr) Definition World := (CodeHeap * State * PC)%type.

. . g Theorem WFemd _goto :
¥ + {(pg 8¢)}(Ig: movw ape AX); {(pg. g¢)} SCAP WEend psi g (Lg) (Ast Pg G g
(conms (_movwld apc AX)) (Ast P g’ G g).
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i, EER, 9K, ORICEL Wi, P T RS R A
BALRAIERIE S R 5, A (fe kD . 2009. (CBP)

YuanDong, Shengyuan Wang, Liwei Zhang and Ping Yang.
Modular Certification of Low-level Intermediate
Representation Programs. In Proc. IEEE COMPSAC2009,
Seattle, Washington, July 20~24, 2009. (NCBP)

Yuan Dong, Kai Ren, Shengyuan Wang, and Suqin Zhang.
Certify Once, Trust Anywhere -- Modular Certification of
Bytecode Progtams for Certified Virtual Machine. Accepted
by APLAS 2009, Seoul Korea, December 14~16, 2009.
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X861 & X

(World) W ::= (C,S,K,c,pc) (State) S ::= {H, K}

(CodeHeap)  C :={f- 1} (ProgCounter) pc ::=n

(CStack) Kc ::= nil|f :: Kc (EStack) K:=nillw: K

(Memory) H:={k - w} (Word) w =i (integers)

(Labels) f k ::= n(nat nums) (OprNum) i T Y R RE

(Command) ¢ ::= 1| ret| goto f (InstrSeq) [:=uyl|ret|gotof

(Instr) t ::= pushe w | pushv k [pop k | binop m|unop m | btrue f |call
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NextS(.pc k) S S where § = (H, K)

if c= if Enable (¢, Kc,S) = then § =
pushe w validKk 0 K (H, w :: K)
pushv £ validK 0 K and H(f) = w (H,w :: K)
pop f K=w:K (H{f - w}, K)
pop f K=w:K (H{f - w},K)
binop bop K=w, :: w, :: K, w = bop(wy, w,) (H, w :: K)
unop uop K=w = K,w=uopWw) (H,w :: K)
brtrue K =w :: K,w = True or False (H, K")
call f validKe 1 Kc (H, K)
ret validRa Kc (H, K)
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¢ = C(pc) Enalbe(c, Kc, S) NextS(_c,pc_MCJSSI NextKc(c pe 5)Ke Kc' NextPc (¢ s xe)PC pc

NextKe . 5:Ke Kc'  where S = (H, K)

ifc= if Enable (¢, Kc,S) = then Kc'=
call f validKc 1 Kc (pc+ 1) :: Kc
ret validRa Kc Kc'
others Kc
NextPc(. sue)pPC pc where § = (H, K)
if c= if Enable (¢, K¢, S) = then pe'=
brtrue f K =w :: K w=True
brtrue £ K = w :: K w=False petl
call f validKc 1 Kc i
ret validRa RcAKc = f :: Kc' £
goto £ f
others petl

(C,S,Kc,pc) - (C, S, Kc',pc)
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YooV ¥oWw ¥e {sipcClpd {s}s

¥ {s}(C S, po)
v(f.s) € ¥':W = {s}f: C[f]
W C: 9
Ve CpW We W C#HG,
W {s}(C;#C,,S,pc)

1 € {jmp, jmpw., je} ¥ ~ {(p’,g)}pc + 1:I
p=g (@egl=p (Po(g-g)=g
¥ {(p.g)pc:il

(£(p.g)) ew W {(p"g")}pc+ 1:1
(peger)p (po(grog))=¢
(l] & gjeF)p“ (13 o (gjeF og" ) =8

¥ = {(p,glpcjef: I

(F(@.g))eY p=p (peg)=¢g
Y~ {(p,g)}pc:jmp f

(WLD)

(CDHP)

(LINK)

(SEQ)

(JE)

(JMP)

R(r)=f (f(p.g))e¥ p=p (pog)=g (MPW)

¥~ {(p,g)}pc: jmpw r
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