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= Simplified Linux

= OS support for Tao services

* tcService Trusted Computing Service and
= Kernel changes service device driver
—  encrypted swap

—  application identity Protected app
tied to Tao services

tcService.exe

fileClient.exe

Initramfs A A

= Encapsulated initial

tcDD (d d
file system * Start trusted app cDD (device driver) os

* Seal Policy Key
=  Measured at boot . 3"5‘:3' OS Public Key
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. . V. | tcService hash P W
= Contains apps * Gekpolicykey N > € >
read, write read, write

+ Configuration
= Module loading restrictions

= Don" tmount file systems as trusted
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Inter VM pipe
ar TCP

Xen Hypervisor
VM1 (Spark & HDFS) VM2 (Trusted Executor Env.)
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Mode manager nmnll;‘f "
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RMD: no funetionality
RMND: no functionality OPE: order
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